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Using computer baselines

In an age of increasing regulation and monitoring, the ability to accurately and reliably track,
manage and record changes to systems is paramount. This article looks at how computer
baselines can facilitate this, and shows some in-house benefits too.

aselines are one of the most useful tools in the
B ‘validation toolbox’ They can be used for a variety
of tasks with great success. This article will examine
how they can be used and for what.

Regulatory requirements
Regulations (21 CFR Part 11) require companies to be
able to present a snapshot of an installation at a given
point in time. Most firms do this by managing changes
(which are also required by the regulations), but the
vast number of them makes it very difficult to present
the data for a single system within a reasonable
amount of time and limited effort.

A Utah medical case describes how a company,
unable to show that system changes had been tracked
continuously, was subsequently unable to present

specifics about any given baseline in the production
facility.! This lead to several 483s (cGMP noncompliance
notice forms) and a law suit. GSK was asked by the UK
authorities about the configuration of a system before
and after a specific change, which again suggests that
the authorities are interested in baselines.

The Parenteral Drug Association (PDA) Technical
Report 18, Section 3.1 suggests: “An inventory should
be created of all computer systems being used within
the appropriate business area (company, department
etc.). It should be a dynamic inventory representing, at
any point in time, all systems currently in use. A
regulatory inspector often asks for this inventory as
one of the first questions during an inspection.”2

FDA regulation 211.184(c) provides further
enlightenment as the regulation is not related to end
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user products alone, but also to production, production
facilities and the system used in the production process:3

“An individual inventory record of each component, drug
product container, closure, and for each component, a
reconciliation of the use of each lot of such components.
The inventory record shall contain sufficient information to
allow determination of any batch or lot of drug product
associated with the use of each component, drug product
container, and closure#

Creating a baseline

The glossary to this article can almost be considered a
step-by-step guide to creating a baseline. First, establish

a list of systems and the units they consist of. At this point it
is important to consider the setup. You may want to
describe the hierarchical structure of the entire company
or merely the structure of a single system (Figure 1).

It is essential to decide upon the level of detail required
in the documentation; for example, for a computer system,
do you need the serial number and type of the hard disk?
Maybe. It depends on what you are going to use the
system for. If it is specifically for requlatory reporting, you
may not. The size, type or serial number of a hard drive is
not critical, but the collection of such information could be
useful for maintenance purposes as well. Daily use of the
information will — provided it is updated regularly — ease

Table 1 Example of a generic structure capable of

containing both file and printer servers.

File server

Tag ID LU.EDB.FS.14.116
Ethernet card IP address 192.168.12.31
MAC address 08:00:69:02:01:FC
Hard disk Size 120 GB
Searchtime 9.2ms
RPMs 7200
Connector Secondary master
Hard disk Size 120 GB
Searchtime 9.2ms
RPMs 7200
Connector Primary master
Tag ID LU.EDB.PS.14.119
Ethernetcard  IP address 192.168.12.32
MAC address 08:20:69:03:A1:FF
Printer Tag ID LU.EDB.PRN.14.121
Manufacturer HP
Model Laserjet 5M
Printer Tag ID LU.EDB.PRN.14.122
Manufacturer HP
Model Colour LaserJet 4500
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system maintenance because the required information is

readily available not only to an inspector, but also for those

maintaining the system. They will be able to retrieve the
information about which hard disk they need for a support
job without actually taking out the hard disk from the
machine or even going to the specific machine.

Of the information that could be collected it is necessary
to determine what is most important. Generally, it is wise
to consider three scenarios :

e What information is needed to re-establish a given
system? The answer indicates that hard disk size and
type may be important, though serial number may not.
Software types, versions and settings are important
because they determine how the system works.

e What is required for inspections? The hard disk is not of
interest, but the software make and version are.

e What is needed for maintenance? Minimum requirements
are important, as this may be the basis for a like-for-like
exchange. If a system contains irreplaceable components,
this may also be noted.

The terms used in this article may not be universal, but have been chosen to
aid clarity.

System: a system could encompass a computer, a network or an
entire plant with multiple computers, networks, servers,
software and so forth.

Entity: part of a system.

(d|H the Computer Item Index is a continuously updated list of

items (generally organized under tag numbers) that
describes how the system looks. The ClI list is updated
every time a change to the system occurs, and contains a
reference to why the change occurred (change request,
deviation, like-for-like etc.).

the difference between two specific Cll listings. This report
also shows deviations (missing information) between any
two Clls.

Cll report:

Baseline: a snapshot of how the system is physically configured (the
Cll of real life). It is used for verifying the validity of the CII.

Baseline report:  the difference between any two baselines (but often
containing the Cll report and the baseline report together,
also showing discrepancies between both Clls and
baselines).

Figure 1 Example of structure for a large company.
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To determine what data must be recorded for a baseline,
their purpose must be considered (Table 1).

When the structure and detail level have been decided,
the first Cll draft may be noted. At this point, the
individual components of the systems are entered into
the Cll list (Table 2).

This draft Cll list requires a baseline (based on the Cll
lists, which are reorganized into a protocol) to be compared
with Table 3.

Other purposes

Creatively used, and given the flexibility of some sort of
system to manage it (and | emphasize that a baseline
system is NOT Word, Excel or the like, which are programs),
baselines could also be used for controlling backups. Figure 2
shows how a specific configuration can be derived from the
baseline by extracting the information for a given pointin
time. It shows that you will be able to present, based on a
baseline report for any given point in time, exactly which
backup to restore, on which system, and what hardware.

Table 2 The Cll list.

Tag number ‘ Cll item Serial number
Computer005 System type Computer
Computer005 | Operating system | Windows NT service pack 6

Figure 2 Logical view of several configurations held in several baseline
documents.
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Table 3 The baseline protocol.

Consider the advantages of being able to readily present
this information from the baseline used for the daily system
maintenance.

Fully implemented, the baseline may be used for other
purposes too. Currently, the authorities are interested in
equipment requalification and process revalidation — the
Cll report or the baseline report will help with this. Because
the reports list all the changes that have occurred within a
single system, it is possible to provide the change
information almost immediately. Also the product annual
review, which is very much in the sight of the authorities,
can benefit from the baseline report, as it shows the system
has been in control continuously.

The baseline can not only provide information about the
production system at any given point in time, it can
simultaneously highlight differences between two points in
time. This is not only beneficial for computer-related
systems, combined with a calendar the baseline can be
used for calibration and preventative maintenance.

Conclusion

Used properly, the baseline can be one of the most
important tools for tracking system changes. The debate
during an inspection will shift from how a system looked
before and after a specific change, to the deeper and more
profound questions about how many minor changes
makes a major change, and was the change corrective,
adaptive or perfective, but these matters are beyond the
scope of this article.3
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Tag number Cll item Serial number Observation OK/not OK Date/sign

(acceptance criteria)

Computer005

System type Computer

Computer005 Operating Windows NT
system service pack 6
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